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1
Decision/action requested

It is proposed to add text to the scope clause of TR 33.857
2
References

[1]
SP-200620, Study on enhanced security support for Non-Public Networks
3
Rationale

It is proposed to capture the study scope agreed in SP-200620[1] in the newly created TR 33.857 under the scope clause.

4
Detailed proposal

***** Start of Change *****

1
Scope

-
Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN

-
Study potential solutions for authentication using credentials owned by an entity separate from the SNPN


-
UE Onboarding and remote provisioning of non-USIM credentials


-
Identify security Key Issues relating to UE Onboarding and remote provisioning with non-USIM credentials


-
Identify methods by which the UE can be verified as "uniquely identifiable and verifiably secure" 


-
Critically review the security aspects of the proposed solutions in TR 23.700-07 and make recommendations for security improvements where required.


-
Study potential solutions for the secure provisioning of non-USIM credentials taking into account different deployment scenarios.

NOTE 1: The term USIM in this context denotes the IMSI accompanied by AKA credentials (i.e. for primary authentication with the PLMN).

-
Support of IMS voice and emergency services for SNPN

-
Analyse potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied. 

NOTE 2: Key issue 2 in TR 23.700-07 is assumed to not require any study from a security perspective.


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

***** End of Change *****

